One of security interlocution is data encryption/decryption whenever data being sent over communication lines may be protected by encrypting the message, that can be decrypted only by the authorized person receiving the message. In this paper a simple and fast approach is proposed to modify the key generation of Rijndael algorithm. The proposed approach uses randomize to generate a fixed key enough for the block size and number of rounded.
Introduction
The data being sent over communication lines may be protected by encrypting the message, that can be decrypted only by the authorized person receiving the massage. Although data encryption (also known as cryptography) has always been important, never has it been as necessary and widespread as it is today [1] . Fig.(1) depicts the encryption and decryption processes.
Block cipher algorithm can be used in networks environments, it has been paid attention to performance speed as well as security. Block cipher algorithm can operate with both software and hardware [2] .
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Fig.(1) Encryption/Decryption Processes.
There are many achievements occurred in the field of secure transmission; each suggests new method for secure chatting. The most useful ones are mentioned in the following:
In [3] , cipher feedback and the skew tent map are used, the input text can be real-time encoded and the cipher text is sent via TCP/IP. With the properties of randomness of the map, and its sensitivity on system parameters and the initial conditions, the encrypted transmitting messages are difficult to be eavesdropped. In [4] , built a secure chat server utilizing Public Key encryption to send secure chat messages across the internet, like AOL provide the convenience of conversing with people in real time. In [5] , using OAEP/AES message encryption to provide security in real-time.
In this paper, a new approach for key generation of the Rijndael algorithm that uses randomize key is presented. The paper organized as follows: section 2, presents the proposed modification, section 3, illustrates the results, and conclusions are explained in section 4. Fig.(2) , illustrates the block diagram of the proposed approach. The plaintext is forward to swap bits process then it is fed to Rijndael algorithm with modified key generation, then the ciphertext is obtained. The decryption process operates in reverse manner. The following subsections illustrate each process in details.
The Proposed Approach
Encoded Process
Decoded Process 
Swap bits
The best means of obtaining unpredictable random values is by measuring physical phenomena. For each character in the message represent in the binary system and then exchange the first bit with the last bit, the second bit with the previous bit of the last bit, and so on [6] . 
Modified Rijndael Algorithm 2.2.1 Rijndael Algorithm
The block cipher Rijndael was designed by Joan Daemen and Vincent Rijmen. The Rijndael algorithm is a new generation symmetric block cipher that supports key sizes of 128, 192 and 256 bits. For input, output or cipher key denoted by a, the bytes in the resulting array will be referenced using one of the two forms, an or a[n], where n will be in one of the following ranges [1] , see Table ( 1): Table ( 1) The Range of Cipher Key.
Key length (in bits)
Block length Nb (in bytes) 128 0 ≤ n< 16 192 0 ≤ n < 24 256 0 ≤ n < 32
All byte values in the advanced encryption standard (AES) algorithm will be presented as the concatenation of its individual bit values (0 or 1) between braces in the order {b 7 The state is a two-dimensional array of bytes consists of four rows of bytes, the column number being the block length divided by bit length (for example, divided by 32). The input is copied into the state array. The cipher or decipher are then conducted on this state array, after which its final value is copied to the output. The cipher key similarly is an array with 4 rows, but the key length divided by 32 to give the number of columns [7] .
The block sizes can mirror those of the keys, see the Table ( 2), that representation the variable number of rounds (number of rounds depending on key/ block sizes) [7] . 
Fig (4) The Sub Bytes Transformation.
2) The Shift Row Transformation:-this part sees the state shifted over variable offsets. 3) The Mix Column Transformation the State columns take on polynomial characteristics over Galois Field values (2 8 ), and multiplied modulo x 4 + 1 with a fixed polynomial, see Fig.(6) . 
Modified Key Generation
This section presents the approach that is used to generate the key of Rijndael algorithm. Where, Nk: represents key length Nb: represents block length and Nr: represents number of round Then, the random number divided according number of rounds. For example, when applying equation 3 for the AES-128 bit, the generated random numbers are 176 numbers.
176 numbers divided to 11 round, for each round 16 number represent the cipher key to encrypted the plain text into ciphertext.
The Results
The proposed approach (combination of swap bits and modified Rijndael algorithm) has been implemented successfully in interlocution system (i.e. online chatting system) on different amount of ciphertext length.
Table (3) , shows the comparison between Rijndael with expansion key and modified Rijndael with a random key generation on different lengths of plaintext (or ciphertext). These results represent in the following charts, shown in figure 8 and 9 respects. Table (4), shows the complexity (represented the number of the performed operation) of Rijndael algorithm and modified key generation of Rijndael algorithm when the message length is 100 characters. 
